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Introduction

We understand that some 3C Portal users will not be able to use their mobile phone at work, or there
are other reasons why they can’t use an authenticator application on a phone. Therefore, we have
prepared a guide for you on how you can use multi-factor authentication (MFA) application that is
installed on a PC.

Our guide shows you how to use an application called 2fast for Windows. Your organization may
suggest or require a different application, in which case we suggest that you follow your organization’s
rules. Other similar applications work very much in the same way. You may also have to contact
someone in your organization to be allowed to install the application on your computer.
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Instructions

1. Resetting your current MFA pairing

If you have already used the 3C Portal with MFA, you need to reset
your current pairing first.

For your pairing you have used an MFA application on your phone
to scan a QR code, and you can still use the one-time password

i th
(OTP) from the same phone to reset your pairing. Until the 10 of

September, you can reset

To do that, log in to the 3C Portal with the one-time password from ~ Your current .pairing by
your phone’s authenticator application. One’s you have logged in, logging in using an OTP
go to “My account”. you receive by email.

23 3cporial.com/portal/sso/ssologin.htm?loggedin=true g £ Incognito

[ All Bookmarks

srrencmoes

Once you are on your account page, scroll down to find the button that allows you to reset your MFA
settings. Once you have done that, sign out.

&= Multi-factor authentication
Reset MFA

Reset your Planet account’s MFA settings. Please note that to access your Planet portals you settings

will need to set up MFA upon next login again.

If you can’t get an OTP from the phone which you originally used, please contact Planet support to
reset MFA.

2. Setting up 2fast

Download the 2fast application free of charge from the Microsoft Store and install it. Once installed,
open the app and take a moment to browse through the tutorial.

On the Welcome page, click Create new data file (first start).

* 2fast - two factor authenticator - a x

= Welcome

First steps towards safety ...

Welcome!

Start with another security factor in your daily life.

|
oo SR
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Now, create a folder somewhere on your computer (for example, on your desktop) and click Choose
local path.

€ 2fast- two factor authenticator

= New data file

Storage

To use this app you have to create a data file one time. All accounts will be stored encrypted in this file.
If you plan to use this application on several devices it makes sense to store this file on an external storage (e. g. cloud).

@ Choose local path
Q Choose WebDAV

Select the folder you have just created. Next, set up a username and password. These details protect
the local file that stores your pairing information on your computer. Please note: this login

is not connected to your Planet login. You may use any credentials you wish, but we strongly
recommend saving the password securely (e.g., in a password manager) for future reference.

< & 2fast - two factor authenticator = (m] X

= New data file

Storage Datafile

To create a datafile you have to choose a name and a password.
Important: You have to type in the password everytime you start the app!

Filename

Protel

Password

LYY YY) @

Repeat password

Path

C:\Users\ \OneDrive - Planet\Desktop\2fast

Change path

Create data file

3. Add your 3C Portal account to 2fast

After you reset your MFA (step 1), your next log-in to the 3C Portal will show a QR code that you are
being asked to scan with an authenticator app on a phone. We will next explain how to use the 2fast
application instead.

Instead of scanning, choose “Having trouble scanning”. When you click this link, you will see a long
code which you can enter into 2fast.
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Set up Multi-Factor Multi-factor authentication
Authentication required

To secure your account, please set up Multi-Factor
Authentication. Scan the QR code with an authenticator app like
Microsoft Authenticator or Google Authenticator, and enter the

code generated by the app.

We require you to set up OTP to make sure your login will always
remain safe. Manually enter the following code into your
preferred authenticator app and then enter the provided one-
time code below.

‘ MIHXGXL3LYSSYKTCKRVTKG6DFNESXSNZI ‘

{ Copy code 1

Scan QR code instead

THEN
Having trouble scanning?

[ Enter your one-time code*

In 2fast, go to the toolbar, click “Add account”.

2fast - two factor authenticator

- o X
Accounts | —)Ilmponaccoums

Search Q YO categories &filter (& Lockapp > Reload datafile
2 Empty list X
Is) Add new accounts
( " '
Create a new account Create a new account
Input type Input type  Inputs
To create a new account for the two-factor-authentification you nead a
QR-code of a key [cryplical text) from the external service,
How should the key be imported? »
gg Scan key-QOR-code kel
Protel
|=_.'E| Manual input Accaunt narme
@weareplanet.oom
f Add notas hd
Manual input
Create account Caneel Create accaunk Cancel
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In the first window that opens, choose “Manual input”.

In the second window that opens, add
- Label: this can be anything you want, for example 3C followed by your email address.
- Account name: this must be your email address.
- Secret key: copy the long key from the login page.

When you're done, click Create account.
The pairing process is now complete and does not need to be repeated.

When you open the application, you will typically see the following:

2fast - Two Factor Authenticator Supporting TOTP - O X

= KO nten | - Konto hinzufigen Suche pel E| Sperren C Datendatei neu einlesen

Q
| p Protel @protel.net

(&
730263||D [(2) *

The number shown is a unique code that changes every 30 seconds. Click the button next to the code
to copy it to your clipboard and paste it into the login screen. You are now logged in.
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Contact us

Need help?

If you have a technical issue or need support troubleshooting, please check the
relevant portal for assistance.

Our Global Support Team will be glad to help.
Visit

)lanet.com



