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Objective

The objective is to improve our Swap Processes for all customers by removing the need for them to
raise support tickets simply to unbind a Terminal/TID from the outgoing serial number (i.e. a
broken/faulty terminal). By adding a “unbind TID” function within the ‘Payment Gateway’ ‘EMV
Terminal’ Section of the Merchant 3C Portal, those merchants who have the required access rights
can now unbind a terminal within the Portal.

This will reduce the reliance on Planets Customer Support teams as Merchants can now self-manage
their estate, thus, improving the terminal swap process.

Only users who have been granted the ‘Unbind’ function via the 3C Portal ‘Master Admin Account’
account will be able to “unbind” a terminal via the 3C Portal, all other users’ access is restricted, by
default.
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1. Logging in to 3C Portal

Prior to completing any task on 3C Portal. The user must login via the home screen.
3C Portal

The Merchant must login with their:

1. Customer ID
2. Username
3. Password

# HOME GOPR & CORPORATE SITE
Welcome to the Payments Portal.
For more information about Planet and our solutions visit

LOGIN

CustomerlD Planet

Username rstaples

Password

Remember me D
LOG IN

Reset password Change password

Upon successful login completion, the user will be presented with the below screen.

‘planet Weicome Robbie Staples SYSTEM CHANGES
# HOME  PAYMENTGATEWAY ONLINEPAYMENTS VIRTUALTERMINAL TOKEN MYSERVICES GOPR @ CORPORATESITE ~ © USERGUIDES @ LOGOUT

You are nowloggedin

With 3C integration

Payments Portal © 2024 Planet
v2.0.0.72 (UAT)
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2. User Access Enabling Unbinding Functionality
Not all users will have access to Unbind terminals.

Should a Merchant wish to grant access to user, their permissions must be enabled via the ‘Master
Account’ section on 3CPortal.

Note: Only Users with “Master Account” permissions set to “TRUE” on 3C Portal can enable the
Unbinding functionally for additional users by following the below steps

1. Select Master Accounts.

‘planet [ —— SYSTEM CHANGES

A HOME  PAYMENT GATEWAY ONLINE PAYMENTS VIRTUALTERMINAL TOKEN ™ RV GOPR @ CORPORATE SITE '© USER GUIDES @ LOGOUT
MY REPORTS
- -
USER rstaples@AquirerTestDevice
:

2. Search by username.

# HOME PAYMENTGATEWAY ONLINEPAYMENTS VIRTUALTERMINAL TOKEN MY SERVICES

Master Account
Logins L]
Actions ‘ Username ’ CustomeriD PasswordExpiry Setup Date Locked Locked Date Active Master Account
| A ‘ ~ [ | A | » [ » , A [ A ‘. A
| Edit Delete Clone aferreira Aquirer 2021-03-12 18:00:44 false true false
3. Select ‘edit’.
Master Account
Logins
Actions Username CustomerlD PasswordExpiry Setup Date Locked
* (GEzel )| - [ I I | e |

rstaples AquirerTestDevice 2024-05-06 2024-02-06 16:58:29 false
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4. Users will be presented with the below.

General ‘ PaymentGateway  OnlinePayments  Virtual Terminal ~ iBatch ~ iRecur ~ Token My Services

Genert
v saples | PasswordExpiy:
Robbiesiapies | Sewpbate:
Email: TeNo: 3 |
LastBadPasswordDate: [ ] LockedDate: [ ]
BadPasswordCount: [0 | Duplicate Notification: [_|
Locked: Active:
c ID: | AquirerTestDevice ~|

Payments Portal-

Payment Gateway: Online Payments: Virtual Terminal: iBatch: iRecur: Token: My Services:

Choo [ ororne ] covers ] reseoscoomroeums 1 escrmsworn 1 cuone

[Documentation for this section can be found by clicking here and selecting "Master Account Management Basic User Guide™ or "Master Account Management Extended User Guide™ from the list.

5. Select the ‘Payment Gateway’ tab.

‘ General Payment Gateway Online Payments Virtual Terminal iBatch iRecur Token My Services

Permissions
Authorisations: T i Dupli R | FloorLimit:
Completion: Integra APM:

Actions:

Reverse: Refund: Rel i UnBind Terminal: E]

Cuon L oo ] cven L rsoonomomocons | sescrmsavor | oune

Documentation for this section can be found by clicking here and selecting "Master Account Management Basic User Guide” or "Master Account Management Extended User Guide” from the list.

Payments Portal © 2024 Planet
v2.0.0.72 (UAT)
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6. To enable a user to unbind a terminal, the Master account user must tick/select ‘Unbind terminal’
function and select ‘update’.
a. Unbind terminal function (1)
b. Update (2)

General Payment Gateway Online Payments Virtual Terminal iBatch iRecur Token My Services

Permissions:
Authorisations: Transactions: Duplicate: Reversal: FloorLimit:
Completion: Integra APM:

Actions

Reverse: Refund: Release: ResetAuthorise: (UnBind Terminal: || )

oo ] rowe | o | esewrcoomoes | esermesvoro | cuove Jl oo

Documentation for this section can be found by clicking here and selecting "Master Account Management Basic User Guide” or "Master Accou

v

G | Pay G: y Online Payments Virtual Terminal iBatch iRecur Token My Services

Permissions
Authorisations: Transactions: Duplicate: Reversal: FloorLimit:
Completion: Integra APM:

Actions

Reverse: Refund: Release: ResetAuthorise: (UnBindTerminaI: )

100 ( v ) owce | rsmoreconmoeous | esermeovors | cioe Jl oo

Documentation for this section can be found by clicking here and selecting "Master Account Management Basic User Guide” or "Master Accour
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7. Upon selecting update — 3C Portal will display ‘User updated successfully’ > Select ‘OK’.
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3. Unbinding functionality via 3C Portal

1. Select ‘Payment Gateway’.
2. Select ‘EMV Terminals’.

‘planet

A HOMI m INEPAYMENTS ~ VIRTUALTERMINAL ~ TOKEN MY SERVICES GOPR @ CORPORATESITE ~ © USERGUIDES @ LOGOUT
Payment Gat(  auTHorizaTIONS Location a
Instance Terminal  TRANSACTIONS TerminalSeral Number ['senvcn
— Pagell of1 W0 perpape v No records to view
Payment Gateway M °
Actions FLOOR LIMIT ation LocationiD LocationCountry MACAGdress  SeriaiNumber L L Last TMSTerminall0. TerminalBrand TerminaiModel

PoymentsPort  coupLENONS
v2.0.0.72 (UAT)

DEVICES

'SOFTWARE HISTORY

ALTERNATIVE PAYMENT METHODS

3. You will have the option to search by the following parameters:
a. Search by location (Instance Terminal ID)
b. Terminal ID or
c. Terminal Serial Number
4. Select ‘Search’.
By selecting ‘Search’ it will display all the merchant’s list of terminals.

Payment Gateway EMV Terminals

Instance Terminal ID| | TMS Terminal ID

Terminal Serial Number '

5. 3C Portal will display the list of terminals
6. Under ‘Actions’ users will see the ‘Unbind Terminal’ function per terminal.
7. To unbind a terminal, Users must select ‘Unbind Terminal’ and select the green tick.

# HOME  PAYMENT GATEWAY  ONLI # HOME  PAYMENT GATEWAY  ONLI

Payment Gateway EMV Terminals Payment Gateway EMV Terminals

Instance Terminal ID \ TMS Term Instance Terminal ID TMS Term

= > =&m

Payment Gateway EMV Terminals Payment Gateway EMV Terminals

Actions CustomerlD Actions CustomerlD

{ UnBind Terminal Vv | (@) [ AquirerTestDevice | _ UnBind Terminal v AquirerTestDevice

| UnBind Terminal v | ©|  AquirerTestDevice || UnBind Terminal v ©|  AquirerTestDevice

‘ | UnBind Terminal v | ©|  AquirerTestDevice | UnBind Terminal W | ©  AquirerTestDevice

[ UnBind Terminal v } @ AquirerTestDevice UnBind Terminal v \1_/) AquirerTestDevice

{, UnBind Terminal Vv ‘\ @ AquirerTestDevice UnBind Terminal v \\_J) AquirerTestDevice

weareplanet.com
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8. Users will be prompted/presented with the below screen asking them to confirm that they want to
unbind a specific TID number.

Confirm x

Are you sure you want to unbincﬁ' ID '70000364'?)

Click "Yes' to confirm.

Yes |No|

9. Users will need to select ‘Yes’ should they wish to proceed with unbinding a TID.

Confirm x

Are you sure you want to unbind TID '70000364'?

Click "Yes' to confirm.

(Lreglno

10. Assuming the unbinding is successful, users will be informed, and the below message will be
displayed.
Note: Should a Terminal ID (TID) not be bound to another terminal serial number by 23:59 on the
same day, the old serial number will rebind to the original Terminal ID (TID) during the overnight
TMS call processes which terminals do sometime after midnight each night.

Result b4

TID Unbinding successful - This terminal will automatically re-bind if no
further action is taken by 23:59

led

weareplanet.com
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11. Under EMV Terminals a user can see when a terminal was last unbound and who completed the
task.

a. Date (YYY/MM/DD)
b. Time (HH:MM:SS)

SerialNumber | LastBindingDate | LastUnBindingDate LastUnBindingUser FirmwareName LastFirmwarelnstaliationDate LastConfigDownloadDate |
2024-02-0816:40:17 3CPortal\viopes_old 1.0.5.23_A320Pro.3C.04.01.01_230

2023-03-05 14:49:57 2024-01-1915:33:38
2024-02-0816:33:11 3CPortal\viopes_old 1.0.5.6b_105.3C.1.1.0_210505.1720. 2021-09-23 01:51:53

2022-06-29 12:02:55

12. Should a terminal be unbound via Integra Portal, (Internal platform for Planet employees only) the
last unbinding will display ‘PlanetAdmin/user’.

Payment Gateway EMV Terminals

Instance Terminal ID TMS Terminal ID|00003057 Terminal Serial Number

[ seavc
-]

Payment Gateway EMV Terminals

Y00 per page V.
Actions. CustomeriD Location
UnBind Terminal v

LocationiD LocationCountn) |
O  menraten

Richard PAX H2H Test 002053 Ireland

000 N8R
Payments Portal 7% 2024 Planet
v2.0.0.72 (UAT)

13. If there is no Serial Number bound to a TID and there is an attempt to unbind the TID, the following
error will pop up on screen.

Error: Unable to determine valid emv_terminal_lifecycle.

oK

Should this message appear, the user should check that they are trying to do unbind the correct
terminal. If the terminal ID/Serial number is correct, then the terminal is already unbound and can be
initialized. If the initialization fails, the user should contact Planet Support to have the issue investigated.

14. Should a user log into 3C Portal and not complete any actions, 3C Portal will automatically log the
customer out after 15 minutes.

Page Locked due to inactivity

You will be logged out in 4] seconds.

Keep Working Log Out Now

weareplanet.com
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4. Contactus

Need help?

If you have a technical issue or need support troubleshooting, please check the
relevant portal for assistance.

Our Global Support Team will be glad to help.
Visit

Disclaimer:

The procedures included in the document are only valid for brand new terminals.
Terminals used beforehand may behave differently.

planet.com
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